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Abstract

The rapid proliferation of malicious websites poses a significant threat to Internet users.
While URL-based blocklists are widely used as a practical defense mechanism, their ef-
fectiveness depends not only on identifying newly emerging malicious URLs but also on
maintaining the blocklist appropriately over time. This study evaluates the long-term
operational effectiveness of a URL blocklist generated from real-user web access logs.

From June 2024 to January 2026, we operated a URL blocklist generation method pro-
posed in our previous work. We collected web access logs from real users and identified
malicious URLs related to actual browsing activities. By adding these URLs and remov-
ing entries not accessed for more than two weeks, we maintained our blocklist every day
and conducted a longitudinal cross-referencing experiment. Over 337 days, 6,866 malicious
URLSs were identified while maintaining an average blocklist size of 1,248 URLs. The block-
list matched 2,817 accesses from 102 users. We also found that 17% of the malicious URLSs
were removed soon after, whereas some URLs remained active for long periods. In addition,
accesses to URLs after removal revealed limitations of simple lifetime-based maintenance.
Finally, we conducted a real-user deployment in which the blocklist was updated daily
and distributed weekly. Over 569 days, 13,208 malicious URLs were identified, while the
average blocklist size was maintained at 1,330 URLs. During the 20-month evaluation, 84
users accessed URLs included in the blocklist 844 times. These results demonstrate that
continuous removal of URLs can provide practical protection in real browsing environments
while maintaining a relatively small blocklist size.

Keywords: URL Blocklist, Web Access Log

1 Introduction

In recent years, malicious websites, including malware distribution sites [!], phishing sites [2]
and fake shopping sites [3] have become a serious threat to Internet users. According to the
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APWG [4] (Anti-Phishing Working Group), phishing activity has continuously increased world-
wide, with hundreds of thousands of phishing sites observed every quarter. Moreover, the threat
posed by malicious websites is not limited to the increase in their number; attackers have also
continuously evolved their techniques. In particular, attackers increasingly abuse search en-
gine optimization (SEO) techniques [5] to manipulate search engine rankings and lure users to
malicious websites through seemingly trustworthy search results.

One of the most widely adopted countermeasures against malicious websites is access control
based on URL-based blocklist. For example, the Chrome web browser, which is used worldwide,
incorporates Google Safe Browsing [6] (GSB), a mechanism that rapidly matches URLs accessed
by users against known malicious URL lists and blocks users from visiting malicious websites.
In 2022, Google reported that Chrome displayed more than 3 million warnings per day [7].
Similarly, security vendors have also developed browser-based protection mechanisms and URL
reputation services as practical approaches to mitigating malicious websites. However, attackers
frequently generate and discard large numbers of websites within short periods of time to evade
detection [3, 9], requiring defenders to continuously collect and maintain blocklists [10, 1 1] .

A large body of research has focused on generating and expanding URL blocklists for pro-
tecting users from malicious websites [12-21]. Previous studies have proposed various tech-
niques for automatically discovering malicious URLs using machine learning, search engines,
web crawling, and threat intelligence services. Other studies empirically analyzed public block-
lists and revealed characteristics such as update delays, URL lifetime, overlap among providers,
and limitations in protection coverage over time [10, 11, 15-18]. However, prior work primar-
ily focused either on malicious URL detection or on retrospective analyses of existing public
blocklists. To the best of our knowledge, limited work has investigated how continuously adding
newly observed malicious URLs and removing outdated entries affects the long-term operational
effectiveness of a URL blocklist deployed to real users.

In this study, we investigate the long-term operational effectiveness of a URL-based blocklist
generated from real-user web access logs. Moreover, we demonstrate how a URL blocklist can
be continuously maintained and practically deployed in real browsing environments. For this
evaluation, we operated a blocklist generation method proposed in our previous work [9,22].
We first collected web access logs from real users and identified malicious domains related to
actual browsing activities. We utilized a Google Chrome browser extension functioning as a

sensor deployed to real users and collected logs everyday. Since the project web page [23] is
written in Japanese, most participants are assumed to be located in Japan. We then utilized
VirusTotal [21] to extract and analyze associated malicious URLs.

From March 2025 to January 2026, we conducted a longitudinal cross-referencing experiment
to analyze the effectiveness of continuous URL addition and removal for blocklist maintenance.
In this experiment, we detected new malicious URLs every day and were added to the blocklist
daily, and URLs that had not been accessed for more than two weeks were removed from the
blocklist. Over 337 days, 6,866 malicious URLs were identified while maintaining the average
blocklist size at 1,248 URLs. The generated blocklist matched 2,817 accesses from 102 users.
In addition, 1,157 URLs (17%) were removed through maintenance, indicating that several
malicious URLs are short-lived and that continuous maintenance is effective for suppressing
blocklist growth. Our longitudinal analysis also revealed several operational characteristics of
malicious URLs. We observed that 16 URLs were accessed again after removal. This suggests
that simple lifetime-based maintenance cannot completely prevent missed detections caused
by URL reappearance. Furthermore, accesses were highly concentrated on a small number of
URLs; the most frequently accessed URL was visited 1,567 times by 39 users. This indicates
that although several malicious URLs are short-lived, some URLSs remain active and repeatedly
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affect users over long periods. Finally, we evaluated the practical effectiveness of the maintained
blocklist through a long-term real-user deployment. During this evaluation, the blocklist was
updated daily and distributed weekly to users. From June 2024 to January 2026 (569 days),
13,208 malicious URLs were identified while maintaining an average blocklist size of 1,330
URLs. The deployed blocklist blocked 844 accesses from 84 users in real browsing environments.
These results demonstrate that continuously maintained URL blocklists can provide practical
protection while maintaining a relatively small blocklist size.
Summarizing, the contributions of this paper are as follows:

e We show that a URL blocklist generated from real-user web access logs can provide long-
term protection. We demonstrate that our continuous URL addition and removal can
suppress blocklist growth while retaining URLs effective for user protection.

e In our longitudinal cross-referencing experiment, the blocklist maintained an average size
of 1,248 URLs while matching 2,817 accesses from 102 users over 337 days. We reveal that
accesses to malicious URL were concentrated, where a small number of URLs repeatedly
affect multiple users over long periods. We analyzed limitations of simple lifetime-based
maintenance by identifying accesses to malicious URLs after URL removal.

o We investigated the operational effectiveness of the maintained blocklist through a real-
user deployment over 569 days. The deployed blocklist maintained an average size of
1,330 URLSs and blocked 844 accesses from 84 users, demonstrating practical protection
in real browsing environments using a relatively small number of URLs.

2 Generating and Maintaining URL Blocklist

In order to generate and maintain an URL-based blocklist, we utilized the malicious URL
extraction method proposed in our previous work. Rather than re-proposing the detection
method itself, we briefly describe the operational procedure and maintenance process.

First, web access logs from real users are collected. We use a security agent [23] to collect
web access logs from real users. Anyone who agrees to the terms and conditions for participation
can use the application freely. Note that it is still being distributed under a government project
and is designed for users in Japan. Therefore most participants are expected to be from the
country. The application works as an extension of the Google Chrome browser and uses Google
Chrome APIs to collect web access data (e.g., user ID, URL and domain information, and
accessed date). The data will be periodically sent to the central server for further analysis.
From the collected logs, only domain information is extracted, and domains likely to be benign
are excluded in order to generate a set of potentially malicious domains.

Next, the extracted domains are submitted to the online inspection service VirusTotal [24]
to obtain related malicious URL information. The retrieved malicious URLs are then submitted
again to VirusTotal to acquire the latest analysis results. Finally, the URL is registered into the
blocklist only when the it is detected as malicious by more than a predefined threshold number
of antivirus engines registered in VirusTotal. During the experiment, if more than eight security
vendors detected a URL, we added the URL to the blocklist.

These two processes are executed every day, enabling newly observed malicious URLs to be
continuously added to the blocklist. This operational framework allows the blocklist to adapt to
newly emerging malicious websites. However, continuously adding URLs without removing out-
dated entries causes the blocklist size to increase indefinitely, potentially affecting distribution
cost and matching performance. Therefore, this study also introduces a maintenance process
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Figure 1: The number of URLs included in the blocklists from March 2025 to January 2026.

for removing stale entries. Specifically, the distributed blocklist follows three maintenance rules:
(1) URLs that were classified as malicious within the previous two weeks are continuously re-
distributed, or (2) among URLs accessed by users, up to 100 URLs with the newest access
timestamps are periodically re-analyzed using VirusTotal, and URLs still classified as malicious
are continuously redistributed, or (3) URLs are re-analyzed by VirusTotal and still classified as
malicious continue to be distributed. Note that during the experiment, due to the API quote,
we re-analyzed up to 200 URLSs per day and removed URLSs that exhibited this limitation. All
of this allow us to continuously eliminate outdated entries while maintaining the freshness.

The blocklist is distributed to users via a security agent. Users attempting to access a
registered URL are blocked and presented with a warning screen. This screen explains the
reason for the block and provides "Proceed” and ”"Go Back” buttons, requiring the user to
make a proactive decision.

3 Longitudinal Analysis

In this section, we investigate the long-term operational effectiveness of a URL-based blocklist
generated from real-user web access logs. Section 3.1 presents a longitudinal cross-referencing
experiment to analyze the effectiveness of continuous URL addition and removal for block-
list maintenance. Section 3.2 evaluates the practical effectiveness of the maintained blocklist
through a long-term real-user deployment. Both experiments used the same blocklist generation
and maintenance method described in the previous section.

3.1 Longitudinal Cross-Referencing Experiment

While our previous studies evaluated the blocklist maintenance method using short-term data [9,
22], this study further investigates its effectiveness over a long-term period. From March 2025 to
January 2026 (11-months), we conducted a longitudinal cross-referencing experiment in which
malicious URLs were detected daily and continuously added to the blocklist. Outdated URLs
were removed according to the proposed maintenance policy. Over 337 days, 6,866 malicious
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URLs were identified while maintaining the average blocklist size at 1,248 URLs. Figure 1
shows the monthly average number of URLs included in the blocklist.

During the observation period, the average number of daily active users who accessed more
than one URL per day was 380. The generated blocklist matched 2,817 accesses to 243 unique
malicious URLs from 102 users. Our longitudinal analysis revealed several operational charac-
teristics of malicious URLs. In particular, 16 URLs were accessed again after being removed
from the blocklist, indicating that simple lifetime-based maintenance cannot completely prevent
missed detections caused by URL reappearance. We also observed that accesses were highly
concentrated on a small number of URLs. The most frequently accessed URL was visited 1,567
times by 39 users and remained in the blocklist for an extended period.

To further analyze URL persistence, we investigated the lifetime distribution of URLs in-
cluded in the blocklist. Figure 2 shows the number of URLs grouped by their lifetime. After
being added to the blocklist, 1,157 URLs (17%) were removed within two weeks without re-
ceiving additional user accesses, being re-analyzed by VirusTotal, or remaining classified as
malicious. Similarly, 45% of the URLs were removed within 30 days.

Under the proposed maintenance process, URLs that are not accessed within two weeks are
re-analyzed using VirusTotal before removal. If the number of antivirus detections still exceeds
the predefined threshold, the URL is redistributed in the blocklist for an additional two weeks.
As a result, many URLs exhibited lifetimes of 28, 42, and 56 days due to repeated re-validation
and redistribution cycles. Once URLs no longer receive accesses or fail re-validation, they are
gradually removed from the blocklist on a daily basis. In contrast, URLs that continuously
receive user accesses may remain in the blocklist for long periods; seven URLs remained in the
blocklist throughout the entire observation period.

These findings indicate that many malicious URLs are short-lived and quickly disappear
from practical browsing environments, whereas a subset of persistent malicious URLs contin-
uously survives through repeated re-validation and redistribution. Furthermore, the proposed
maintenance process effectively suppresses unlimited blocklist growth by removing inactive
URLs while retaining URLs that continue to pose threats to users.

3.2 Real-User Deployment Evaluation

While our previous studies evaluated the blocklist maintenance method primarily through sim-
ulations using experimental data [0, 22], this study further investigates its effectiveness through
a live deployment in a real-user environment. From June 2024 to January 2026 (20-months),
we conducted a real-user deployment in which the blocklist was updated daily and distributed
to users on a weekly basis. In this deployment, the same blocklist was used for protection
over each seven-day distribution period. Over 569 days, 13,208 malicious URLs were identified
while maintaining the average blocklist size at 1,330 URLs. Figure 3 shows the monthly average
number of URLs included in the blocklist.

During the observation period, the average number of daily active users was 394, with
3,566 total active users. The deployed blocklist matched 844 accesses from 84 users. Figure 4
shows the monthly number of accesses to URLSs included in the blocklist, the number of affected
users, and the number of blocked accesses, including duplicate accesses. Although the number of
accesses varied across months, malicious URL accesses were continuously observed throughout
the deployment period, demonstrating that the blocklist provided practical protection in real
browsing environments.

To further understand user exposure to malicious websites, we conducted a user-based anal-
ysis. Figure 5 shows the monthly number of newly affected users and previously affected users
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Figure 2: Lifetime distribution of URLs in the blocklists from March 2025 to January 2026.
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Figure 3: The number of URLs included in the blocklists from June 2024 to January 2026.

who accessed URLs included in the blocklist. Newly affected users continued to appear through-
out the entire observation period, indicating that malicious websites continuously emerged and
affected different users over time. At the same time, a subset of users repeatedly accessed
malicious websites across multiple months, suggesting persistent exposure and the need for
continuous protection.

We then analyzed the distribution of malicious website accesses on a per-user basis. Figure 6
shows the number of malicious website accesses per user. The majority of affected users accessed
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Figure 4: The number of affected users, and the number of blocked accesses, including duplicate
accesses, by the blocklists from June 2024 to January 2026.
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Figure 5: The number of newly and previously affected users who accessed URLs included in
the blocklists from June 2024 to January 2026.

malicious websites only once, whereas a small number of users repeatedly accessed malicious
websites many times. Specifically, 36.9% (31 out of 84) of affected users accessed malicious
websites only once, while several users accessed malicious websites more than 30 times, and one
user accessed malicious websites 130 times during the observation period. While many users
encounter malicious websites only occasionally, some users appear to be persistently exposed to
malicious content, potentially due to risky browsing behavior, repeated visits to compromised
websites, or continuous exposure through malicious advertisements and search engine poisoning.

Finally, we analyzed the lifetime distribution of URLs included in the blocklist. After being
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Figure 6: The number of malicious website accesses per user from June 2024 to January 2026.

added to the blocklist, 2,667 URLs (20%) were removed within two weeks. In contrast, the
longest-lived URL remained in the blocklist for 453 days.

Overall, these findings demonstrate that continuously maintained URL blocklists can pro-
vide practical and sustained protection against malicious websites in real-world browsing envi-
ronments while maintaining a manageable blocklist size.

4 Related Work

Malicious URL detection and URL-based blocklisting have long been studied as fundamental
approaches for protecting users from web-based attacks. Early studies focused on automatically
identifying malicious URLs from the Internet using machine learning, search-engine analysis,
and web crawling techniques [25-30]. Ma et al. [25] proposed a supervised machine learning ap-
proach to classify URLSs as benign or malicious. Akiyama et al. [20] improved URL blocklisting
by discovering malicious URLSs located in the neighbourhood of already known malicious URLSs
through search engines. Subsequent studies targeted malware distribution and compromised
websites. For example, Zhang et al. proposed PoisonAmplifier [27], which identifies compro-
mised websites by analyzing poisoned webpages and their links, while Stokes et al. proposed
WebCop [28] to detect malware distribution sites and their related landing pages. Invernizzi et
al. proposed EwilSeed [29], which expands known malicious URLSs by generating search queries
to discover similar malicious webpages. More recently, Bronjon et al. [30] proposed a hybrid
approach combining traditional URL blocklists with machine learning techniques to improve
the detection of previously unseen malicious URLs.

Based on these detection techniques, many free and commercial URL blocklists have been
developed and publicly released [31-33]. Akiyama et al. proposed AutoBLG [12], a frame-
work that automatically collects new malicious URLs starting from existing URL blocklists. As
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phishing attacks became a major threat on the Internet, researchers also proposed phishing-
specific detection methods. Corona et al. proposed DeltaPhish [13], which detects phishing
webpages by comparing their HTML structure and visual appearance with those of legitimate
websites. Likewise, researchers have been detecting and collecting fraudulent shopping sites.
Existing studies have proposed a wide range of technical approaches, including detection meth-
ods based on HTML structure, textual features, and image characteristics, as well as techniques
leveraging machine learning and large language models (LLMs) [34-37].

Several studies have investigated the operational characteristics and effectiveness of URL
blocklists themselves. Sheng et al. [14] evaluated phishing blocklists by measuring phishing
campaign durations as well as the update speed and coverage of blocklists. Kiihrer et al. [17]
analyzed the growth and size of phishing blocklists over time. Bell et al. [16] investigated the
uptake, dropout, lifetime, and overlap of URLs among Google Safe Browsing, OpenPhish, and
PhishTank. Mitsuhiro et al. [17] surveyed public blocklists and reported characteristics such
as lifespan, update frequency, geolocation bias, and the existence of invalid URLs. Feal et
al. [18] conducted a transparency and content analysis of open-source blocklists, revealing their
structure, maintenance processes, and relationships with other providers. These studies demon-
strated that different blocklists have relatively small overlaps and varying update characteristics,
raising questions regarding how effectively continuously maintained blocklists protect users in
real-world environments.

Researchers have also explored the use of external threat intelligence services such as Virus-
Total for malicious URL analysis and blocklist generation. Tanaka et al. [38] proposed a method
to efficiently collect malicious URL candidates from open-source intelligence (OSINT) and gen-
erate URL blocklists using web crawlers and sandbox analysis. Le et al. [39] utilized VirusTotal
as an anti-virus aggregation platform and demonstrated a method to reduce malware analy-
sis costs while maintaining low false-negative rates. Pritom et al. [10] used VirusTotal threat
intelligence to label malicious or compromised domains for machine learning-based detection.
Peng et al. [11] deployed artificial phishing websites to evaluate how VirusTotal and its anti-
phishing vendors detect phishing content over time, revealing substantial differences in detection
performance across vendors.

While previous studies extensively analyzed malicious URL detection methods and the char-
acteristics of public blocklists, limited work has investigated how continuously maintained block-
lists should be operated in practical environments, including the addition of newly observed
malicious URLs, the removal of outdated entries, and long-term deployment to real users. In
contrast, our study evaluates a continuously maintained URL blocklist generated from real-user
browsing activities over a long-term period. We focus not only on blocklist effectiveness but also
on operational aspects such as URL lifetime, maintenance policies, blocklist size suppression,
and repeated exposure to malicious websites in real browsing environments.

5 Discussion

5.1 Ethical Consideration

In conducting this study, we adhered closely to ethical standards. We consulted with the
project’s Internal Review Board (IRB) to ensure that our use of the logs was ethical and re-
spectful of users’ privacy. Before installation, all users were required to agree to the browser
extension’s terms and conditions and license agreement, which specifies that the collected in-
formation will be used for research purposes. Data were collected under the specified terms and
conditions, and we analyzed only the data relevant to the objectives of our experiments. As the
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Software License Agreement outlined, the dataset used to identify unwanted accesses consisted
solely of accessed URLs with anonymized user IDs.

5.2 Limitations

During the cross-reference experiment, URLs in the blocklist that matched with real-user web
access logs were 243. Among these URLs, we observed that 41 URLs had been accessed before
their initial registration and that our blocklist generation method is not perfect.

During the malicious URL detection process, we decided that if more than six security
vendors detected a URL, we added the URL to the blocklist. This conservative threshold was
chosen based on prior studies to robustly minimize false positives in a live user environment.
The real user used in the experiment was around one thousand per day and that we used the
commercial VirusTotal API under the quota of 1,000 APT calls per day, which determined our
daily query capacity. Adjusting the threshold for identifying malicious URLs or altering the
API quota will result in different outcomes. Another key feature is that, adjusting the period
for removing malicious URLs will result in different outcomes. These consideration is crucial
depending on the target use case. While these preset values represent a balanced and practical
configuration for our target use case, we leave this evaluation for future work.

6 Conclusion

Over a 20-month experiment, we analyzed web access logs from real users and queried their do-
mains using VirusTotal to obtain related URLSs. Investigating the number of security vendor’s
detection results, we identified 13,208 unique malicious domains. Our longitudinal analysis
revealed that 84 users accessed URLs in the blocklist 844 times, and demonstrated the con-
tinuously maintained URL blocklists can provide practical protection in real-world browsing
environments. While maintaining a relatively small blocklist size, we analyzed limitations of
simple lifetime-based maintenance by identifying accesses to malicious URLs before blocklist
registration and after URL removal. Although this study treated malicious URLs as a single
undifferentiated category, the lifespans and access frequencies may vary depending on specific
threat types. In future work, we plan to optimize dynamic maintenance strategies tailored
to the unique characteristics of each threat category, and to conduct comparative evaluations
against other existing blocklist maintenance strategies. While our longitudinal analysis revealed
that a portion of malicious URLs reappear after being removed from the blocklist, developing
mechanisms to dynamically handle these recurring threats remains a key open challenge that
we leave this for future works.
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